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SYF Data protection and privacy policy 
 
1. Introduction 
Our vision: A sustainable future for our children and generations to come. 
 
Our mission: To honour the work and values of Sabrina Yusoof by supporting gender equality 
initiatives that make sustainable impacts for women, children, and the environment.  
 
1.1 Our commitment 
 
SYF is committed to responsible and respectful use and protection of personal information in line with 
Sri Lanka’s Personal Data Protection Action No. 9 of 2022. SYF does not sell or rent personal data to 
third parties or pass on personal information (except where required by law and with informed consent 
of the individual involved). Any personal information an individual or organisation provides to SYF is 
only used for the purposes outlined in this policy. 
 
1.2 Scope 
This policy relates to personal information SYF obtains from and about individuals interacting with SYF 
programmes and activities and through SYF online and offline channels, and third-party vendors. 
Specific details about information collected through website can be found on the website privacy policy. 
 
SYF works to ensure that any individual or organisation working with us also complies to this policy with 
respect to any personal information they have access to, or which may be disclosed to them. 
 
1.3 Purpose 
Sabrina Yusoof Foundation recognises that there is a risk involved in collecting personal data and that 
personal data should be handled with care. 
 
SYF collects information about programme participants, SYF personnel and supporters. The 
information is collected to ensure our programmes and communications are effective. It helps us to 
improve our work, communicate about our programmes and respond to enquiries. It also helps to 
identify partners to work with on our shared objectives. 
 
SYF also collects personal information by people interacting with us through our website and social 
media accounts or reaching out to us via phone, email or any other means. 
 
The purpose of this policy is to ensure that any personal data collected by SYF is kept safe and used 
respectfully and responsibly. 
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Policy  
 
2. Guiding principles  
 
2.1 Privacy and respect for personal information 
Personal data collected by SYF is to be kept secure at all times and only accessible to SYF personnel 
who need to use the data for our programmes. At no times will SYF personnel share personal 
information about someone without the prior consent of that person.  
 
2.2 Collection of necessary personal information only 
SYF endeavours to only collect necessary personal information that is required for our programmes and 
the function of our organisation. SYF will collect personal information from supporters, programme 
participants and grant applications for communication purposes and for selection into programmes and 
for grants. SYF will only collect necessary contact details from individuals and organisations making 
contact with us for enquiries. 
 
2.3 Informed consent for collecting and using personal information 
All programme participants will be informed about collection and use of their information by SYF and 
may refuse or withdraw collection of personal information at any time. 
 
2.4 Deidentified personal information for programme participants 
SYF may collect personal information from donor recipients to monitor and evaluate the expenditure of 
SYF funds and outcomes of programmes. Where possible personal data will be aggregated and 
deidentified by programme partners prior to handing over to SYF.  
 
3. Definitions 
 
Personal information Information or an opinion about an identified individual, or an individual who is 

reasonably identifiable (whether the information or opinion is true or not or 
recorded in any form or not). Personal information can include name, address 
and contact details as well as other sensitive information, such as an 
individual’s racial or ethnic origin, political opinions or memberships, religious 
beliefs or affiliations and philosophical belief. 

Deidentified data Information where any personal identifying data is removed. Examples of 
identifying data include names, home addresses, identity numbers, and other 
types of information that may show an individual’s identity. Data is deidentified 
to protect the privacy or identity of individuals. 

Aggregated data Data from more than one source that is combined together or compiled into a 
summary. 

Programme 
participants 

Any people engaging in SYF programmes or programmes provided by other 
organisation in partnership with SYF. Examples include beneficiaries of grants 
and training participants.  

SYF personnel Includes all employees, contractors and volunteers. Volunteers may include 
professional volunteers, students, or any other person who has entered into a 
volunteer contract with SYF. 

Informed consent 
 

Refers to a person being given all of the information about how their personal 
information will be used and the opportunity to ask questions, before they 
agree (consent) for the information to be collected.  
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4. Minimum standards 
 
4.1 Collection of personal information 
 
We may collect personal information from people who are connected to our operations and activities, 
including personnel, donors, beneficiaries and programme participants. 
 
Where possible, SYF will collect personal information directly from an individual. This may be by direct 
contact in person or by email, on the telephone or online (for example, if by signing up for an event or 
programme online). 
 
Personal information is collected through the SYF website or other online channels when individuals 
sign up to receive information, send a message through our contact form or submit personal information 
into our website. 
 
Personal information is collected over the phone or in person when individuals provide it to us for any 
reason, including to make a financial transaction, or to request information from SYF. 
 
Where personal stories are to be collected, individuals providing their information must give informed 
consent to SYF to collect and use the information they provide. 
 
SYF will use its best endeavours to provide opportunities for opting-out of receiving such 
communications about SYF activities. If a person does not advise that they wish to opt-out, SYF will 
assume their implied consent to receiving further communications in the future. 
 
SYF may use third parties to collect information only where a donation has been provided through a 
genuine partnership and personal information about beneficiaries is required to evaluate the impact of 
the donation provided. SYF does not use third parties to collect personal information for any other 
reasons. 
 
4.2 Storage of personal information 
 
The personal information stored by SYF may include: 
• Contact information such as name, date of birth, phone number/s, mailing address and email 

address, business name and contact 
• Security and police checks for SYF personnel, including volunteers, in line with SYF safeguarding 

policies 
• Payment information as needed to securely process donations and issue receipts 
• Supporter preferences such as communication preferences or areas of special interest. 

 
No personal information about donor recipients will be passed on to any other party, except where 
required by law or with informed consent of the person whose information is required. 
 
All personal information collected by SYF representatives or through the SYF website is stored securely 
in cloud-based storage and only accessible by authorised SYF representatives. 
 
All hard copy personal information is stored in our office in a locked cabinet and only accessible by 
authorised SYF representatives. 
 
Any personal information not being used is deidentified and destroyed after 7 years. 
 
 
4.3 Standard use of personal information 
 
SYF may use personal information to: 
• Communicate with supporters about our activities and programmes (eg. through individual stories 

on social media, web posts, email updates).  
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• Seek assistance or support for activities and programmes (eg. through mail outs and direct 
requests for support) 

• Communicate with participants of our programmes 
• Monitor and evaluate programmes (eg. using disaggregated and aggregated data to show impact 

of programmes through website, social media, public reports or similar) 
• Provide donations and record contributions 
• Recruit staff, volunteers and partners 

 
SYF does not sell or rent personal data to third parties or pass on personal information (except where 
required by law and with informed consent of the individual involved). SYF only discloses personal 
information to a third party in limited situations, for the purpose for which it was collected (known as the 
‘primary purpose’) where the individual consents to that disclosure. 
 
4.4 Legal requirements and investigations 
SYF may disclose the information collected from you in order to comply with the law, a judicial 
proceeding, court order, or other legal process, such as in response to a court order or a subpoena. 
 
SYF may disclose the information collected where we believe it is necessary to investigate, prevent, or 
take action regarding illegal activities, suspected fraud, situations involving potential threats to the 
safety of any person, or as evidence if we are involved in litigation processes. 
 
4.5 Access to personal information 
SYF takes all reasonable steps to ensure that personal information held and used by SYF is accurate, 
relevant and up-to-date.  SYF does not charge for access to personal information. Any request for 
access, or to seek to correct information should be made to SYF by the person concerned or their legal 
representative.  
 
A request may reasonably be required to be in writing, both for security reasons and to enable sufficient 
confirmed detail for SYF to process a request. On request, SYF will also disclose the source of 
personal information held. All requests are subject to any applicable legal restraints. 
 
4.6 Website and social media engagement 
 
The SYF website contains links to other sites which we think might be of interest to those visiting our 
website. Similarly, other websites may have links to our site. SYF is only responsible for the content, 
privacy practice or business practice of our own website. 
 
See the website privacy policy for details about privacy when accessing the website. 
 
SYF does not have control over how social media services use or disclose personal information that it 
may collect about you. If you wish to post content to our social media pages through comments, sharing 
or any other method we take no responsibility for your personal information being used by other parties. 
SYF will only post information about an individual on our social media pages, if informed consent has 
been provided. 
 
4.7 Updating personal information 
 
To update personal information or request no further email contact, an individual can choose to email or 
mail a request. When contacting us to change details, individuals are requested to include the following: 
contact details (i.e. name, postal address, telephone number, email address) 
 
4.8 Complaints 
 
For any complaints related to this policy or questions about our privacy policy you may contact the SYF 
Executive Director at sarah@syfoundation.co or Chair of Board at reza@cpg.lk 
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5. Review of policy 
This policy will be reviewed every two years or earlier if there is a change in procedures or activities of 
the foundation that require a change in the privacy policy. 
 


